
 

                                                                                                

 
Ontario IPC and BC OIPC find LifeLabs failed to protect personal information in 2019 breach 

Canadian laboratory testing company found in violation of privacy 

 
June 25, 2020 

 
Backgrounder 

 

• LifeLabs is Canada’s largest provider of general health diagnostic and specialty laboratory testing 
services. It has been in operation for over 50 years and currently has 5,700 employees. It provides a full 
range of outpatient laboratory services and other testing services, including genetics and naturopathic 
testing.  

• LifeLabs performs over 100 million laboratory tests each year, with 20 million annual patient visits to its 
locations. Its website hosts Canada’s largest online patient portal, on which more than 2.5 million 
individuals access their laboratory results each year.  

• On November 1 and 5, 2019, respectively, LifeLabs notified the Office of the Information and Privacy 
Commissioner of Ontario (Ontario IPC) and the Office of the Information and Privacy Commissioner for 
British Columbia (BC OIPC) of a potential privacy breach under Ontario’s Personal Health Information 
Protection Act (PHIPA) and British Columbia’s Personal Information Protection Act (PIPA).  

• LifeLabs advised that on October 28, 2019, it detected a cyberattack on its computer systems. On 
December 17, 2019, the Ontario and BC privacy commissioners announced their joint investigation into 
the breach, which affected millions of Canadians. 

• The Ontario IPC and BC OIPC have not published their investigation report because LifeLabs has 
claimed that some of the information contained in the report is privileged or confidential and objected 
to the release of that information. 

• The Ontario IPC and BC IPC have made a finding that LifeLabs has not proven these claims and they 
intend to issue the report publicly unless LifeLabs decides to try to get a court ruling that the 
information is privileged or confidential. 
 

Findings 
 
Some of the findings made by the commissioners in the investigation of the LifeLabs breach were1: 

• LifeLabs failed to take reasonable steps to safeguard personal information and personal health 
information.  

• LifeLabs did not have adequate information technology security policies and information practices in 
place. 

• In a specific instance, LifeLabs collected more information than necessary.  

                                            
1 In the following, some of the findings and orders are paraphrased and details omitted for confidentiality reasons. 
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• LifeLabs took reasonable steps to contain and investigate the breach. 

• Since the breach, LifeLabs has, for the most part, taken reasonable steps to address the shortcomings 
in its information technology security measures. However, additional steps are required as reflected in 
the orders below.  
 

The Ontario IPC made the following additional findings in this investigation: 

• While LifeLabs has largely taken adequate steps to notify affected individuals of the breach, its process 
for notifying individuals of which specific elements of their own health information were compromised 
was inadequate.   

• The terms under which LifeLabs provides laboratory services to other health information custodians 
require clarification. 

 
Given these findings, the commissioners issued the following orders to LifeLabs:  

• LifeLabs is ordered to improve specific practices regarding information technology security. 

• LifeLabs is ordered to formally put in place written information practices and policies with respect to 
information technology security. 

• LifeLabs is ordered to cease collecting specified information and to securely dispose of the records of 
that information which it has collected. 

 
The Ontario IPC issued the following additional orders: 

• LifeLabs is ordered to improve its process for notifying individuals of the specific elements of their 
personal health information which were the subject of the breach. 

• LifeLabs is ordered to clarify and formalize its status with respect to health information custodians in 
Ontario with whom it has contracts to provide laboratory services. 

 
In addition, the commissioners recommended that: 

• LifeLabs consult with independent third-party experts with respect to whether a longer period of credit 
monitoring service would be more appropriate in the circumstances of this breach. 
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