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Conducting Social Media Background Checks

Like credit or criminal background checks, many employers, volunteer agencies, and
other organizations (such as political parties) are now conducting social media
background checks on future and prospective employees, volunteers, and candidates.
Currently, there is little guidance from administrative tribunals or courts about this issue.
The Office of the Information and Privacy Commissioner for British Columbia has
developed this guidance to help organizations and public bodies navigate social media
background checks and privacy laws.

A social media background check can mean many things. It can be as simple as
checking out a Facebook profile or as complicated as hiring someone to search for
every bit of social media about an individual. The term “social media” in this guidance
captures a broad range of information such as social networking sites, blogs, micro-
blogs, and file-sharing sites (including photographs and video).

For many, the concepts of “privacy” and “social media” are inherently at odds, since
individuals often post information online about themselves because they want people to
see it. When organizations and public bodies search for information about an individual,
the collection, use, and disclosure of that personal information is subject to the privacy
provisions of BC’'s Freedom of Information and Protection of Privacy Act (FIPPA) for
public bodies, or the Personal Information Protection Act (PIPA) for organizations.’
These laws apply whether the individual is applying for paid or unpaid employment, a
volunteer position, or if they are applying to run as a candidate in an election.

Putting social media background checks in context

Social media background checks are enticing because they are often faster and simpler
than other kinds of background checks. Another distinction between social media
background checks and traditional background checks is that individuals can perform
them under the pretext of a social relationship. These differences can make it difficult to
recognize social media background checks for what they are: a way to screen and
monitor current and prospective employees, volunteers, and candidates.

1 Visit https://www.oipc.bc.ca/about/legislation/ to read these laws.
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Risks associated with social media background checks

INACCURACY

Information may be prone to errors and social media is no exception. Employers can
easily link images and information collected from social media to a name, which
increases the likelihood that the check will contain inaccurate personal information.
Employers might guess which social media account matches the name on a resume
and screen out a candidate based on incorrect information. In other cases, they might
access a social media account that has been set up by an imposter to discredit
someone. Other factors can compromise the accuracy of social media, including
mislabelled photographs and out-of-date information.

Privacy laws require public bodies and organizations to take steps to ensure that the
information they collect is accurate.? This requirement applies regardless of whether the
employer is viewing information or if they save copies of the information.3

COLLECTING IRRELEVANT INFORMATION AND/OR TOO MUCH INFORMATION

Social media background checks can catch much more information than intended.
Individuals performing the checks could also collect personal information that might be
irrelevant. Under privacy laws, organizations can only collect personal information that a
reasonable person would consider appropriate in the circumstances. In the public
sector, the test is even higher. Public bodies can only collect personal information about
an individual if that information relates directly to and is necessary for an operating
program or activity of the public body, or if it is otherwise authorized.# In addition, as
collecting personal information from a social media site is a form of indirect collection,
public bodies must have additional authority to collect the information indirectly, such as
that individual's consent.®

With other forms of information gathering, organizations and public bodies have greater
opportunities to control the amount of information they collect. For example, an
employer would normally ask for references about a job candidate’s work habits but not
about their marital status. With social media background checks, they can quickly lose
control over the quantity of information they collect about an individual.

Similarly, public bodies and organizations have little control over how recent the
information is that they collect from social media. Photographs of an individual on a
social media site may be several years old. In addition, many social networks make

2 The accuracy requirement applies to any personal information an employer uses to make a decision about that
individual. See either section 28 of the Freedom of information and Protection of Privacy Act for public sector
employers or section 33 of the Personal Information Protection Act for private sector employers.

3 See OIPC BC Order P10-01 (Host International of Canada Ltd). https://www.oipc.bc.ca/orders/1418

4 Public bodies may also collect personal information if the collection is expressly authorized by an enactment or if
that information is collected for the purposes of law enforcement. Public bodies in BC should refer to section 26 of the
Freedom of Information and Protection of Privacy Act.

5 Consent is not the only authority for public bodies to indirectly collect personal information. For a complete list,
public bodies should refer to section 27 of the Freedom of Information and Protection of Privacy Act.
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information available indefinitely. With other forms of background checks, employers
performing screening are usually able to specify in advance that they only want to see
personal information from a certain period.®

OVER-RELIANCE ON CONSENT

It is problematic for public bodies or organizations to rely on consent to perform a social
media background check for a number of reasons.

Under private sector privacy laws, organizations could ask an individual for consent to
access their social media content; however, privacy laws usually permit them to
withdraw their consent at any time. If they withdraw it, the organization must not use
that information to make a decision about that individual.” One exception to this is in
circumstances where an employer finds social media content that is about that
individual’'s employment (including volunteer activities). In these circumstances, they
may be able to use that information without the individual’s consent if it is for reasonable
purposes relating to recruiting, establishing, managing, or terminating the employment
or volunteer relationship. For example, if an employer sees a Facebook posting by an
employee that contains proprietary company information about a new product, the
employer could likely use that information without the employee’s consent.?

Public sector employers cannot collect personal information from social media sites
unless it is necessary for an operating program or activity of the public body, or if it is
otherwise authorized,® even if they already have an individual’s consent.°

A separate problem is the inadvertent collection of third-party personal information. For
example, if an organization obtains consent from an employee or volunteer to retrieve a
video on Facebook that he says proves he did not start the fistfight at the company
picnic, the organization will likely collect personal information (without consent) of others
in the video.

6 Using date range filters on search engines does not address the problem of filtering recent information. An
individual or their friend might post a photograph years after it was taken.

7 In addition, under private sector privacy laws, even if an individual gives consent for an employer to access their
social media content, the collection must still be reasonable. For example, if a job applicant gives an employer
permission to access her online dating profile, this would likely still contravene private sector privacy laws because
collection that information (even with consent) would not be reasonable in most circumstances.

8 Since most information on social media sites is not about an individual’'s employment, it would not fall within the
definition of “employee personal information” in the Personal Information Protection Act. However, the public sector
privacy law, the Freedom of Information and Protection of Privacy Act, does not distinguish between information
about employees and other types of personal information.

9 Public bodies may also collect personal information for other purposes, for example if the collection is expressly
authorized by an enactment or if that information is collected for the purposes of law enforcement. For the precise
wording of these statutory requirements, public bodies in BC should refer to section 26 of the Freedom of Information
and Protection of Privacy Act.

10 Public bodies should refer to footnote 5 for more information on indirect collection of personal information.
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What to consider

Recognize that any information collected about individuals is personal information or
employee personal information and is subject to privacy laws, whether or not the
information is publicly available online or whether it is online but subject to limited
access as a result of privacy settings or other restrictions.

Conduct a privacy impact assessment of the risks associated with using social media as
a component of background checks. When conducting this assessment, public bodies
and organizations should:

a)

b)

c)

d)

e)

f)

g)

h)

find out what privacy law applies and review it, ensuring there is authority to
collect and use personal information;

identify the purposes for using social media to collect personal information;

determine whether the identified purposes for the collection and use of personal
information are authorized,;

consider and assess other, less intrusive measures that meet the same
purposes;

identify the types and amounts of personal information likely to be collected in the
course of a social media background check, including collateral personal
information about other people that may be inadvertently collected as a result of
the social media background check;

identify the risks associated with the collection and use of this personal
information, including risks resulting from actions taken based on inaccurate
information;

ensure that the appropriate policies, procedures, and controls are in place to
address the risks related to the collection, use, disclosure, retention, accuracy,
and protection of personal information.

if the collection is authorized, notify the individual that you will be performing a
social media background check and tell them what you will be checking and what
the legal authority is for collecting it;

be prepared to provide access to the information you collected and used to make
a decision about an employee or volunteer.

Organizations and public bodies must only perform social media background checks if
they can demonstrate the proper legal authority.



Page |5

What to avoid

1. Do not wait until after conducting a social media background check to evaluate
compliance with privacy legislation.

2. Do not assume that a social media background check will only retrieve
information about one individual and not about multiple individuals.

3. Do not perform a social media background check from a personal account in an
attempt to avoid privacy laws.

4. Do not attempt to avoid privacy obligations by contracting a third party to carry
out background checks.

5. Do not perform a social media background check under the assumption that
individuals will never be able to find out about it. For example, an individual could
use web analytics to try to determine what IP address accessed their personal
information.

Once collected, information can be very difficult to disregard. If an individual suspects

that their personal information was improperly collected, they have a right to complain to
the Information and Privacy Commissioner."

The role of the Information and Privacy Commissioner

The Information and Privacy Commissioner has statutory authority to investigate
compliance with privacy laws.'? The Commissioner can require public bodies and
organizations to respond to questions under oath about how they have collected, used,
or disclosed personal information. If the Commissioner determines that an organization
or public body has violated privacy laws, the Commissioner can issue an order
compelling them to take remedial action. In some circumstances, an individual affected
by a Commissioner’s order has a cause of action for damages. '3

" In addition, individuals can complain to the Commissioner if they believe an employer has not adequately
responded to their request for access to their personal information or if an organization or public body has failed to
correct their personal information. In the case of private sector employers, individuals can also complain to the
Commissioner if they believe than an organization or public body has failed to respond adequately to questions about
how their personal information has been used and disclosed.

12 Both the Freedom of Information and Protection of Privacy Act and the Personal Information Protection Act provide
authority for the Commissioner to conduct an investigation whether or not the Commissioner receives a complaint.

13 See section 57 of the Personal Information Protection Act.
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For more information, visit www.oipc.bc.ca

Or call (250) 387-5629

in Vancouver (604) 660-2421
Elsewhere in BC 1-800-663-7867
info@oipc.bc.ca
@BClinfoPrivacy

This guidance is for information only and does not constitute a decision or finding by the
Office of the Information and Privacy Commissioner for British Columbia with respect to
any matter within the jurisdiction of the Freedom of Information and Protection of
Privacy Act (FIPPA) or the Personal Information Protection Act (PIPA). This guidance
does not affect the powers, duties, or functions of the Information and Privacy
Commissioner regarding any complaint, investigation, or other matter under or
connected with FIPPA or PIPA, respecting which the Information and Privacy
Commissioner will keep an open mind.
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